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Abstract and Keywords

This chapter examines issues surrounding transnational access to evidence, witnesses,
and suspects. More specifically, it considers whether the evidence can be transferred
between nation-states without negatively affecting the legitimacy, fairness, and reliability
of the fact-finding procedure. The focus is on basic questions arising from the conflict
between the criminal justice systems’ genuine interest in comprehensive and reliable
fact-finding and the specific restrictions on fact-finding when evidence exists beyond a
state border. The chapter first traces the historical roots of transnational access to
evidence and provides an overview of current legal practices before using the German
and U.S. legal frameworks as case studies to illustrate the impact of mutual legal
assistance in a civil law and a common law jurisdiction. It then outlines new approaches
to transnational access to evidence such as the framework of the European Union, with
emphasis on safeguards for reliability and fairness of fact-finding.
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I. Introduction

CRIMINAL proceedings have often been depicted as primarily national affairs, but today
investigations often reach beyond state borders. Over the last century, a growing number
of frameworks for transnational cooperation have been established to facilitate
transnational transfer of evidence. Such international division of tasks in prosecuting
crimes is crucial in certain situations if wrongdoers are to be prevented from taking
advantage of international borders and the limits of national jurisdiction. However,
transnational access to evidence—especially to witnesses and suspects—also raises a
number of problems. States must define adequate requirements for cross-border inquiries
that give consideration to their own interests as well as individual rights. Investigative
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findings gleaned within the scope of transnational cooperation are of practical value to
domestic law enforcement agencies only if they can be used as evidence. Often specific
questions of reliability arise when foreign authorities gather evidence, or the fairness of
proceedings is disputed when, for instance, evidence located abroad cannot be accessed
by all parties.

Against this backdrop, the following analysis considers whether evidence can be
transferred between nation-states without negatively affecting the legitimacy, fairness,
and reliability of the fact-finding procedure.

The analysis focuses on basic questions arising from the conflict between the criminal
justice systems’ genuine interest in comprehensive and reliable fact-finding—a core
aspect of the legitimacy of criminal justice globally—and the specific restrictions on fact-
finding when evidence is located beyond a state border. Such restrictions protect (.5838)
the various interests of the states or individuals involved if law enforcement authorities
pierce international borders.

An outline of the historical roots of transnational access to evidence provides the
background of current legal practices (see infra Section II). In this chapter the German
and U.S. legal frameworks are used as case studies, illustrating pars pro toto the impact
of mutual legal assistance in a civil law and a common law jurisdiction (see infra Section
IIT). Here as well as when looking at new approaches to transnational access to evidence
such as the framework of the European Union (see infra Section IV), the emphasis is on
safeguards for reliability and fairness of fact-finding. The core argument is that future
transnational access to evidence must meet a standard that is functionally equivalent to
the standard for evidence obtained in the domestic criminal justice systems (see infra
Section V).

I1. Historical Roots and Current Phenomena

Penal powers and jurisdiction in criminal matters can, in principle, be traced to the
Westphalian model of sovereign states, endowed with a monopoly over the use of force in
their territory. This understanding of the ius puniendi has not only proven favorable for
building state power, but also gave rise to procedural codes that, generally, empower
authorities to undertake comprehensive fact-finding while bound by certain procedural
restrictions at the scene of the crime.! While a state can subpoena anyone who may be
able to provide information relevant for a criminal case so the evidence can be secured by
the authorities, the individual enjoys the guarantees of due process according to the law
of the land.? The drawback, however, is that this concept leaves states powerless when
they need to investigate an alleged crime with evidence located beyond their borders.
Unless obligated by treaty, sovereign states are not required to produce documents,
witnesses, or suspects for criminal proceedings taking place under another national
jurisdiction.3 If an investigating state were to instigate investigations in a foreign country
without giving notice to that country’s authorities, it would risk infringing the principle of
sovereign equality of states.? States prosecuting a transnational case and in need of
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witness testimony in a neighboring state thus need to follow certain procedures.
Similarly, individuals who are approached by foreign authorities with a request to ®. 589
dissolve information that could possibly be used as evidence in a criminal trial abroad
may wish to do so, but only if the procedure and conditions are clear.’

Although current legal debates address problems of transnational access to evidence, the
focus is often on practical problems of fact-finding and issues of legitimacy, reliability, and
fairness. It has rarely been debated whether individuals affected by such outreaching
state activity receive adequate protection by the law.®

1. From a Police Affair to Judicial Proceedings

Until well into the nineteenth century, obtaining information across borders was not
perceived as a judicial act but as an intelligence gathering procedure that involved the
swapping of information across borders based in principle on do ut des (or quid pro quo),
when one state “scratched the back” of the other, still lingering in the principle of
reciprocity. Prominent examples are provided by spies’ activity in Swiss border towns
Germans fled to after the failed revolution of 1848 or during political persecution in 1878.
Swiss informers reported to German police on involvement in petty crime or political
agitation. Police intelligence, prosecution work, and the implications for individual rights
were not yet set in strict legal concepts. Even in the Western world, within one
jurisdiction, differences were huge: While in England, certain individual rights were
secured by the Magna Charta in 1215, it was only during the seventeenth century that
the state’s police power slowly transformed from an essentially unaccountable
government power to a power constrained by, and subject to, the rule of law. The
European continent followed suit in the eighteenth and nineteenth centuries with the idea
of a Rechtsstaat introducing such concepts in Germany. Only during the twentieth and
twenty-first centuries did countries gradually establish mutual legal assistance (MLA) in
criminal matters on a legal basis, signing and ratifying multilateral mutual legal
assistance treaties (MLATs).” MLATSs, at first, only were formal agreements among states,
intended to facilitate law enforcement cooperation, but subsequently, with the adoption of
corresponding domestic legislation, extended transnational cooperation to include
judicial proceedings.?

Finally, proceedings became more formal. Today, for transnational access to evidence,
witnesses, or suspects, by way of classic mutual legal assistance, authorities of the

(. 590) requesting state apply to the competent authorities in the requested state by
issuing a formal letter (often called a letter rogatory). If the requested state agrees to
grant assistance, it will in principle obtain the required evidence in accordance with its
own procedural rules (locus regit actum). Such a course of action not only safeguards
sovereign decision-making, but also protects the legal position of individuals who are
eventually requested to provide information. Witnesses, suspects, or third persons are
subject to coercive measures only according to the laws of the land, albeit subject to
modification with regard to MLATSs. For instance, among countries that work closely
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together, such as Member States of the European Union, authorities may apply the law of
the country that seeks information (“forum state”).?

2. Broadening Fact-Finding at the Expense of Reliability and
Fairness?

The findings gleaned from transnational cooperation may be of little practical value to
domestic law enforcement agencies. If, for instance, witness testimony obtained in
Austria is presented before a U.S. federal court that has not been confronted by the
defense, chances are high that its evidentiary value will be called into question because
the relevant national rules covering the investigative procedure have not been observed
in the foreign country. Furthermore, MLATs usually give consideration to protecting state
interests. As a result, the execution of a request may be subject to political interests.?
The United States regularly maintains the right—as a requested state—to refrain from
cooperation or to restrict the use of certain information as evidence. An exception clause,
based on “political offenses” or “human rights,” can be drafted into MLATSs as a specific
basis for denying assistance; this releases a government from any obligation to
collaborate with countries that do not share basic values, such as freedom of speech, civil
rights, or the separation of powers.!! The consequence, however, is that material
evidence can be withheld from fact-finding. Indeed, there appears to be no accepted
threshold as to when information may be withdrawn for the protection of states’ interests,
since conditions for mutual assistance in criminal matters differ around the globe.

In contrast, individuals wanting access to evidence located abroad find themselves
shrouded by legal uncertainty, not least because they are often in fact excluded from
using MLATS to obtain evidence in a foreign state. Individuals affected by transnational
evidence obtainment—for instance, witnesses who are summoned to give ®.591)
testimony—also face ambiguous situations, as it may be unclear which authority asks
them to provide information.

Fact-finding based on evidence obtained abroad thus may fall short of domestic standards
in different ways. At the same time, it is crucial to use evidence located abroad in order to
mitigate the risk of wrongdoers going unpunished. Ultimately, the responsibility to
evaluate the reliability and fairness of fact-finding based on evidence gathered abroad
falls on domestic courts and other competent national authorities. This begs the question:
How is the MLA dilemma solved in individual criminal justice systems?

ITI. Transnational Access to Evidence

Based on the view that international borders should not offer protection to offenders,
virtually all countries have signed MLATs and provided legal rules for transnational
access to evidence, witnesses, and suspects.'? As long as reciprocity is guaranteed, states
will grant assistance to one another, irrespective of whether such assistance is
underscored by a treaty formalizing such cooperation.!3 Domestic law translates
international treaties on transnational access to evidence in procedural rules in the
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requesting state as well as in the requested state. Mostly, states will have a specific set of
rules governing MLA, but they also rely on general criminal procedure regulation for
actually obtaining the evidence, for example, the interrogation of a witness or a suspect
in the requested state and its evidentiary use in criminal proceedings in the requesting
state.

From a criminal justice point of view, the laws actually governing access to, and use of,
evidence are of particular interest. The following account of German and U.S. laws
governing MLA reveals the features of two distinct models for the transnational access to
evidence. The models differ because of legal traditions, geopolitical situations, and policy
goals. Germany, with its inquisitorial tradition and civil law codification, is a member of
various international treaties and agreements (e.g., the Council of Europe, European
Union, and the Schengen Agreement) with the nine countries with which it shares a
border. The U.S. criminal justice system, based on the adversarial process model and
common law tradition, has only two neighboring countries, although it is responsible for
four times as many inhabitants. Both countries agree that, for criminal proceedings,
discovering the “truth” is a primary goal that can only be achieved with reliable and fair
fact-finding. But the methods of achieving that goal differ in each country. During the last
decades a number of developments have reduced disparities, especially with continental
European countries signing up to a guarantee of a fair trial based on the idea of (®.592)
equality of arms.!4 Nevertheless, the use of MLA causes different problems in an
adversarial system, where two opposing parties investigate the facts and present their
story to a neutral court, as opposed to an inquisitorial model, where a government agent
(investigating magistrate, court, etc.) is in charge of the fact-finding and must look for
exonerating evidence in the same way it looks for incriminating evidence, with little
distinction between evidence presented by the defense and prosecution. Practitioners and
scholars in both countries are aware that access to evidence abroad is continually
growing in importance. At the same time, the MLA is also causing problems, because it is
often slow, not always efficient, and creates hurdles if the domestic legal standards in
proceedings cannot be enforced abroad.

1. Germany

German law on transnational access to evidence is based on the European blueprint for
MLATs: the Council of Europe’s Convention on Mutual Assistance in Criminal Matters of
April 20, 1959.15 With this treaty, Germany and its neighboring states (as well as forty
other countries) agree to afford each other the widest measure of mutual assistance with
a view to gathering evidence, hearing witnesses, experts, suspects, etc. The convention
sets out detailed rules for the issuing requests by competent judicial authorities and their
execution, which aims to procure or communicate evidence in criminal proceedings.
Today, the Convention on Mutual Assistance in Criminal Matters of 1959 also provides a
legal basis for facilitated MLA, such as cooperation under the Schengen Convention'® and
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various European Union (EU) legal instruments, which will be discussed in Sections IV
and V.

Germany has a long tradition of cooperating closely with other countries, including the
handling of incoming and outgoing requests with the Bundesamt fiir Justiz or other
competent “judicial authorities” (including prosecutors and courts but not defense
counsel). It maintains some right to refuse cooperation. The Convention of Mutual
Assistance in Criminal Matters from 1959, for instance, stipulates as grounds for refusal
of MLA so-called reservations with regard to political offenses, military offenses, or tax
offenses. These have been incorporated into the German domestic law, the Act on
Assistance in Criminal Matters.!'” The Code of Criminal Procedure provides a subsidiary
basis when obtaining evidence for a foreign country, for example, interviewing a witness

®.593) for proceedings abroad (locus regit actum).!8 If the assistance involves taking
coercive measures, “dual criminality” is, in principle, required.!® This means that a
witness will only be summoned for an interview if the criminal investigation of the
respective offense is not only punishable in the requesting country—for instance, a
fraudulent action must not only amount to fraud in the United States, but also in
Germany. When it comes to executing a request, Germany, with its inquisitorial setup of
authorities looking for incriminating and exonerating evidence, makes no distinction
under procedural law as to whether the hearing of a witness is conducted for a foreign
authority or in the context of a national criminal investigation.

The inquisitorial tradition also has consequences on outgoing requests. As the authority
in charge is obligated to investigate “not only incriminating but also exonerating
circumstances,” it must make use of MLATs on behalf of the defense.29 In practice,
however, the details of the complex German law for fact-finding, which maintains an
inquisitorial approach and combines it with a commitment to “equality of arms,” often
puts the defense on the back foot: the defense must submit a request to retrieve evidence
from abroad to the court, which may decline the request if it can substantiate why it
deems the evidence immaterial.?! German prosecution services may make use of MLATSs
in their own right.

Germany’s detailed laws and huge amount of case law on MLA is representative for
continental Europe: With many states close to each other, domestic laws anticipate the
need for MLA and clarify standard issues, as does the Swiss Criminal Procedure Code,
which explicitly stipulates that the parties have, in general, a right to participate in
witness interrogations, but this right may be curtailed when interviews take place
abroad.2? Overall, states in Europe have closed ranks in cross-border prosecution of
crimes.

2. United States

Common law jurisdictions have traditionally been more reluctant to get involved in cross-
border activity, following the adage that “all crime is local.”%3 Before many parts of life
became digitized, the actual physical territory on which an act took place or a piece of
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evidence was located clearly marked jurisdiction. Today, however, the realization ®. 594)
that many crimes are transnational has led many countries to introduce forms of
international cooperation.24 The U.S. government has signed more than seventy mutual
legal assistance treaties (MLATSs). Nevertheless, a certain reservation against cross-
border prosecution persists. It is only logical that U.S. federal courts developed an
extraterritorial due process doctrine in criminal cases, which requires a sufficient nexus
between the defendant and the United States for a case to be brought before its courts.?®
But if cases are heard before a court, MLATSs generally provide for access to evidence
(“outgoing requests”), as treaty arrangements obligate the competent “judicial authority”
to handle “incoming requests.”2 The treaties set international rules for the obligation to
execute search warrants and take witness statements. In fact, the U.S. Congress has
enacted a variety of measures to assist foreign law enforcement efforts, with the
expectation of the United States receiving reciprocal treatment. Incoming requests for
MLA are—in contrast to requests for extradition—normally not subject to the condition of
dual criminality. The domestic laws governing the taking of evidence, however, offer some
procedural protection for witnesses and suspects.?”

Regarding outgoing requests, if authorities bring cases in which evidence and potential
witnesses are located overseas, the prosecution can make use of MLATS, but the defense
faces difficulties. The compulsory process clause of the Sixth Amendment—which allows
defendants in domestic cases to secure witnesses in their favor through the issuance of a
court-ordered subpoena—does not include a right to secure testimony of a witness living
in a foreign country.?8

Here, the adversarial structure of criminal investigations in common law jurisdictions
gives an edge to the prosecution, since only government authorities can issue an MLAT-
based request, not the defense.?? This is, however, not an obligatory feature, as the first
three MLATSs signed by the United States apparently did include provisions granting
access to defense counsel.3°

If only government agents—prosecutors and law enforcement agencies that investigate
criminal conduct—have the power to trigger MLA, and the defense does not have access

(®.595) to evidence located abroad, the defense would be unfairly impaired. Such a grave
imbalance in evidence gathering would never be tolerated at the domestic level; it is
unclear why it should be tolerated in transnational evidence gathering.3!

Federal courts have invoked their supervisory powers to order the DOJ to obtain evidence
on behalf of defendants through MLAT procedural channels under Rule 15 of the Federal
Rules of Criminal Procedure, which allows for a deposition of a witness instead of a
witness’ oral testimony in exceptional circumstances.3? Thus today, defendants may
petition a court with a “Rule 15” motion to direct the DO]J to request depositions of
information in a foreign country,33 or they can seek evidence from abroad directly
through non-treaty-based letters rogatory. Choosing either option, the defendant faces
various hurdles in obtaining exculpatory evidence. In fact, depositions of witnesses
abroad pursuant to Rule 15 orders may be expressly contrary to MLATs.34 Courts,
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however, appear to be quite hesitant to allow defendants’ motions to obtain exonerating
evidence abroad.3°

In cases in which requests for assistance are executed successfully, the United States,
like all other countries, must ensure that information obtained abroad would also be
admitted as evidence at home.36 For instance, only if the taking of testimony in a foreign
country follows the respective federal rules can it be presented before a federal court
without further ado. Problems arise when domestic rules of procedure forbid a
defendant’s lawyer from engaging—or even being present—during the deposition of a
witness conducted by a foreign authority. Federal rules aim at mitigating that problem,
ensuring, for instance, that whenever a deposition is taken based on a Rule 15 motion,
the defendant is not in custody and/or his attorney has the right to be present at the
examination.3” This upholds the “confrontation clause” as a reliability requirement.38

3. Safeguarding Accuracy and Fairness of Fact-Finding

The examples of Germany and the United States illustrate that fact-finding by way of
MLA, while quite distinct in operation, present similar problems: a quasi-international
division of tasks in prosecuting crimes may impair safeguards that ensure accuracy and
fairness at the domestic level. This problem is not solved at the international level;

(. 596) international treaties seem to be indifferent to consequences for reliability of
evidence, as they prioritize efficient cooperation. Thus, the question arises whether
counterbalancing measures should be adopted at the national level.

a. A Ubiquitous Problem ...

The capacity to obtain evidence abroad expands the information basis in a criminal trial
and thus, in principle, strengthens the overall reliability of a fact-finding procedure. But
risks are posed by, for instance, witness testimony that cannot be tested for its accuracy
and authenticity because it has been obtained abroad. Indeed, if only the prosecution—
and not the defense—can substantiate its story by witness testimony gathered outside the
jurisdiction, the fact-finding appears unfair and unreliable. Furthermore, the growing
networking of prosecution services based on MLATs and the establishment of close
networks, especially in the European Union (e.g., the EU Judicial Network or Eurojust)
substantially strengthens the prosecution.3?

When thinking about possible counterbalances for risks of accuracy and fairness of the
fact-finding procedure in a particular criminal justice system, one must identify the real
risks for that system. Sticking points are the obligations of judicial authorities put in
charge of fact-finding, and thus usually empowered to issue a formal request for evidence
obtainment abroad. If these authorities must look for incriminating and exonerating
evidence, also in foreign jurisdictions, risk is low that MLA will distort fact-finding. If only
prosecution services are involved that will not help the defendant to build his story; it
may be necessary to see whether courts can be involved in evidence gathering, if
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evidence is located abroad, and the only means of obtaining it is via a government
channel.

MLA fits as a natural part of the investigation in Continental European systems, but it is a
more polarizing element in adversarial systems such as in the United States. However,
the real world often looks different. In inquisitorial systems, the defense may also find
itself in a weak position, as the example of Germany has shown. If the defense must
substantiate a request for evidence taking abroad, but a court may decline such a request
if it can argue that the evidence is either not material or “unobtainable” for the
government using a standard of proof, then, in general, the prosecution is favored.40
Therefore, the demand for a “transnational due process framework,” as proposed by L.
Song Richardson for the United States,*! which would moderate inequality in cases in
which evidence must be obtained abroad, appears to have potential for a valid application
everywhere. This is because ubiquitously the use of MLA may impair instruments for
safeguarding accuracy and fairness of fact-finding on the domestic level, namely, the
(®.597) answerability for the chain of custody and the accountability of government
agents for evidence gathering in disciplinary proceedings or before a criminal court.

b. ... and a Ubiquitous Solution: Exclusionary Rules

Given that a “transnational due process framework” currently seems unrealistic, it is
important to point out the last resort commonly available across jurisdictions for cases in
which the use of evidence obtained abroad carries the risk of seriously affecting accuracy
or fairness: the exclusion of evidence. Exclusionary rules can be found in all criminal
justice systems, and in any event, the admission and ultimate use and evaluation of
evidence is in the hands of the court or authority deciding the case. Thus, domestic
exclusionary rules can be put to use to safeguard the reliability and fairness of
transnational collection of evidence.

Today, in both inquisitorial and adversarial models, fact-finding is perceived as reliable
and fair only if, at least in theory, the prosecution and defense have equal access to all
material evidence and are afforded the opportunity to test it in court. Following these
basic ideas, exclusionary rules might be used to omit evidence that could endanger the
reliability or fairness of fact-finding. The use of such rules in the United States and
Germany, however, indicates that courts are reluctant to utilize them, as they do not want
to lose potentially relevant evidence.

For instance, in the United States, if MLATs grant only the prosecution access to evidence
located abroad, the defendant could seek on due process grounds the exclusion of
evidence obtained abroad by MLAT procedures.*? And although prosecutors do not have a
blanket duty to search for exonerating evidence either domestically or abroad, if they
hold information favorable to the defense they are required to share it.#3 This duty
accords with the more general obligation of prosecutors to place their interest in gaining
convictions secondary to ensuring the reliability and fairness of the criminal trial.#4 Even
if courts and prosecutors equalize the parties’ access to evidence in these ways, however,
other problems of fairness and equal access remain. United States’ courts treat unlawful

Page 9 of 25

PRINTED FROM OXFORD HANDBOOKS ONLINE (www.oxfordhandbooks.com). © Oxford University Press, 2018. All Rights
Reserved. Under the terms of the licence agreement, an individual user may print out a PDF of a single chapter of a title in
Oxford Handbooks Online for personal use (for details see Privacy Policy and Legal Notice).

Subscriber: OUP-USA Mirror; date: 22 March 2019



Transnational Access to Evidence, Witnesses, and Suspects

searches and seizures abroad differently from confessions obtained unlawfully abroad.
Generally, the Fourth Amendment does not apply to searches and seizures abroad, so U.S.
courts do not exclude evidence that was obtained outside U.S. territory by means that
would violate U.S. constitutional law if domestic officials had seized it within U.S.
borders.%° By contrast, whether a confession that is coerced abroad (rather .598 than
simply taken in violation of Miranda) would be admissible against a defendant in a U.S.
trial is uncertain. Coerced confessions from domestic interrogations are excluded under
the due process “involuntary confession rule,” but whether the same would be true for a
confession coerced abroad is unclear under U.S. law, especially if a foreign official is
responsible for the coercion.% Evidence transfer raises the questions of evidence
reliability, and fairness.

This is also true for Germany, where courts have evaluated the admissibility of
unchallenged evidence?’ not with a view to its reliability, but primarily with a view to
whether the parties to the German trial had a chance to challenge the evidence or not.48
If foreign laws, that is, the rules set by the requested state, limit the confrontation of
incriminating testimony, the evidence may be used, but the curtailment must be taken
into consideration when assessing the value of the evidence. This onus, however, has
proven to be a weak threshold. The dilemma of wanting to include potentially valuable
information, despite the risks for reliability of fact-finding, became obvious in the post
9/11 Motassadeq case, in which German courts first admitted, then excluded, and finally
partially admitted statements from U.S. intelligence officials to German authorities. The
statements took the form of summaries of interrogations of three persons who were
suspected of terrorist activities and were then held at unknown locations by U.S.
authorities.?

IV. New Approaches to Transnational Access to
Evidence

States increasingly need to include information located abroad. For certain countries,
MLA has grown into a modern international division of tasks in prosecuting crimes, but
other countries are still operating under a very traditional cooperation. Both sets of
countries struggle with flaws consequential to the origin of MLA, and antiquated ideas of
sovereignty and transnational assistance. The logical step forward seems to be to
introduce more adequate MLATSs. In the light of such considerations the United States
and the EU, for instance, signed a MLAT in 2003 (EU-U.S.-MLAT),°% which entered

®.599) into force in 2010. This cooperation, a result from a post-9/11 alliance to improve
cooperation between EU Member States and the United States, pushes ahead. One prime
example of new forms of cooperation is the introduction of so-called Joint Investigation
Teams (JITs). Based on case-by-case agreements, authorities put together a team of
agents from both countries.?! JITs enhance efficiencies in gathering evidence without the
need for international requests for mutual legal assistance. But the question remains
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whether such a transnational transfer of evidence can take place without the loss of the
legitimacy, fairness, and reliability to the fact-finding procedure.

1. Reforming MIA ...

The reform of MLA has been at the heart of various legal acts adopted in the EU
framework. Various conventions®? strive to make MLA more efficient, for instance, by
providing a treaty-based foundation for the “spontaneous exchange of information” or for
JITs in Europe and the use of evidence collected during their operations.®3 Furthermore,
they involve Europol and Eurojust, the EU agencies for criminal justice cooperation in
Europe.

Particular convention rules aim to resolve the problem of admissibility of foreign evidence
by allowing, for instance, the use of the law of the requesting state during evidence
collection in another EU Member State. According to the rules governing interrogations
of witnesses by videoconference the judicial authority of the requested Member State
shall summon the witness to appear according to its law, but “the hearing shall be
conducted directly by, or under the direction of, the judicial authority of the requesting
Member State in accordance with its own law.”>* The latter concession, however, is
restricted to compliance with the fundamental principles of the law of the requested
Member State.?® Thus even modern MLATSs still hold on to certain requirements that have
been viewed as safeguards for legitimate transnational access to evidence, witnesses, and
suspects, namely, the requirement of dual criminality or political offense and
humanitarian provisos (ordre public).°® Such limitations of cross-border activity cover
sovereignty issues, but also safeguard individual interests—such as legal certainty
regarding the exercise of state power. Hence the reforms inside the EU also show the
limits of reorganizing traditional cooperation if states still retain conditions for fact-
finding.>”

®.600) 2, ... or Replacing MLA?

A more radical step has been taken in the EU, with Member States partly abandoning the
fierce political struggle over a possible shift of the ius puniendi from the state level to a
supranational level.®® European institutions and a majority of EU Member States are
committed to the political agenda of establishing a European-wide area of freedom,
security and justice. Subsequently, different initiatives have been adopted to partly
replace MLA with mutual recognition of judicial orders issued by competent authorities of
Member States. The legal basis of this restructuring of cross-border cooperation is Article
82 TFEU, which—among other things—foresees the establishment of minimum rules
concerning evidence admissibility or concerning the rights of individuals in criminal
procedures. The broad legislative mandate thus addresses reliability and fairness. But to
spell out the general commitment in detailed legal acts has turned out to be difficult, as
different stakeholders have discovered during different legislative procedures.
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a. The European Evidence Order and the European Investigation Order

After years of intense debate, a framework decision on a European Evidence Order
(EE0)%° was adopted in 2008. It aimed for transnational access to documents, witnesses
and suspect statements already taken, based on the principle of mutual recognition. If,
for instance, a German court needs witness testimony documented by Polish prosecutors,
it will issue an EEO and gain access to it easily and swiftly. Broadly speaking, the EEO
wanted to enable competent authorities to reach over borders and to be granted what
they need. With consideration to such a radical change in access to evidence, the scope of
the EEO had been limited to access to objects, documents, and data already held by
judicial authorities in other Member States.

This limitation, however, derailed the initiative. Some Member States feared that the EEO
would lead to a further segmentation of cross-border cooperation in a Europe of a
géométrie variable, that is, a differentiated integration that acknowledges that certain EU
Member States may group together to pursue a given goal, while allowing those opposed
to hold back. In 2010, seven EU Member States®? put forward an initiative for a European
Investigation Order (EIO). The Directive that introduced the EIOS! and effectively
replaced the EEO was adopted in 2014. Today, when seeking evidence in another EU

(. 601) Member State, judicial authorities may issue an EIO and—based on the principle
of mutual recognition—the competent agency in another state will take the necessary
investigative measures. If, for instance, a German prosecutor needs the testimony of a
witness living in Paris, she will ask her French counterpart to interrogate the witness and
send the minutes.%2 The goal is to make cooperation easier and faster with a request-
system that is effectively automated.®3 In contrast to the EEO, however, the EIO does not
allow judicial authorities to reach over the border and retrieve evidence.

Prior to the adoption of the EIO, lawyers had campaigned for defense rights to be better
protected. In the end, however, the directive provided only very limited extra protection,
as it contained very few rules that were weak by nature:%¢ It entitles defendants, or
lawyers acting on their behalf, to request an EIO to be issued—but only in line with
national criminal procedures. In substance, EU law does not strengthen the defendant’s
position, but maintains the status quo. Nonetheless, EU Member States are required to at
least install legal remedies flanking the right to request EIOs, and all persons concerned
must be properly informed about these rights.

b. Mutual Recognition of Evidence?

Some see the “mutual recognition of evidence” as a logical corollary of a division of tasks
in prosecuting crime in Europe. Others point out the risks it poses for fact-finding on the
domestic level. The first proposal promoting the idea was put forward by the EU
Commission in 2009.%% The concept derived from the principle of free movement, which
was developed in the early European Union (then European Community) to establish a
single European market; it ensures that products legitimately produced in one EU
country are also legal in any other EU country. Similarly, mutual recognition of evidence
is based on the assumption that testimonial evidence legally produced in one EU Member
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State may be used as testimony in any other EU Member State. For example, if Austrian
prosecutors interrogated a suspect when his lawyer was present but unable to intervene,
the testimony given could be used in a German court even if German law foresees
defense participation in its Criminal Procedural Code.%¢ But unlike with liquor, beer, or

®. 602) cheese,%’ the legitimacy gap—arising from reliability and fairness concerns—
cannot be bridged by a legal fiction.

Meanwhile, however, the EU’s policy agenda for evidence transfer in the so-called
European Area of Freedom, Security and Justice appears to have changed. This is
apparent, for instance, in the EU Member States’ modifications®® of the EU Commission’s
Proposal for the establishment of a European Public Prosecutor’s Office (EPPO).%9 The
European governments have discarded the vision of “one legal space” in favor of a
concept of “European Delegated Prosecutors” who will act in their respective domestic
jurisdiction and rely on EIO or MLA if evidence is needed from another country.”? Early
projects envisioned more ambitious instruments that set out a standard set of “core”
evidence-gathering powers, applicable in transnational cases in all Member States,
irrespective of their national rules, transferable throughout the EU as “European

evidence.”’!

V. Relapses to Extrajudicial Ways?

The international community has come a long way in the transnational exchange of
information—from eighteenth century espionage to a complex system of MLLA handled by
the judicial authorities. But this development is neither universal nor irrevocable. In
many parts of the world, against the backdrop of extrajudicial cross-border cooperation,
the rule of law has slowly colored transnational access to evidence in certain countries.
But during this development, paralegal instruments have flanked mutual legal assistance
in certain situations: The extrajudicial renditions for interrogation purposes’? ®. 603)
between the United States and European countries and the establishment of “black site”
prisons, where inmates were exposed to torture in order to gain information provide
prominent recent examples.’3 Such cases, as horrible as they are, appear to be rather
uncommon, rogue results.

Of more practical importance—and growing theoretical concern for the framework of
transnational access to evidence—are phenomena in MLA, among them the Joint
Investigation Teams that in a certain way manage to dismantle the strict and clear
procedures of MLA. If, for instance, a JIT member learns about particular information
during his deployment and uses it to look for evidence in his jurisdiction, he may never
have to explain where he got the lead to start with. In line with this is the expansion of
data sharing. Many databases not only serve criminal justice, but also cater to police and
border controls and do not provide access to “real evidence” as witness testimony does;
they merely provide information that may lead to evidence.
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1. Data Sharing in Europe

EU Member States share data in Europol databases, the Schengen Information System
(SIS),”* and various specific databases. By doing so, they have access to information
across borders without involving MLA procedures. The SIS, for instance, provides a broad
spectrum of alerts on persons and objects. Another data-sharing instrument provides the
Member States with the possibility to search each other’s national DNA analysis files and
automated dactyloscopic identification systems.’ This search is carried out on a hit/no
hit-basis, that is, the national authorities can automatically compare DNA profiles or
fingerprints found at a crime scene with profiles held in the databases of other EU
Member States. This system considerably speeds up existing procedures, enabling the
respective national authority to determine whether information is available within the
EU.76 However, if matching data can be confirmed, the supply of further available data
and other information is subject to MLATs.””

The fact that states—including those in the broader European area, namely, the Council
of Europe—wish to maintain certain limits even with digitalized evidence-transfer in

(0. 604) sight is illustrated by the Cybercrime Convention of 23 November 2001. That
Convention grants:

Trans-border access to stored computer data with consent or where publicly
available: A Party may, without the authorization of another Party: (a) access
publicly available (open source) stored computer data, regardless of where the
data is located geographically; or (b) access or receive, through a computer
system in its territory, stored computer data located in another Party, if the Party
obtains the lawful and voluntary consent of the person who has the lawful
authority to disclose the data to the Party through that computer system.”8

Thus, in Europe, at present, data sharing is not completely disconnected from MLA. But
electronic information traffic has the potential to outgrow MLATS, especially if systems
are developed into fully automated data exchanges, that have compatibility and
interconnectivity with other IT systems.”?

2. Trans-Atlantic Data Sharing

One aspect of data sharing between EU and U.S. authorities that may provide leads to
evidence®? is the passenger name record (PNR) data exchange.8! The EU directive on the
use of PNR data for the prevention, detection, investigation, and prosecution of terrorist
offenses and serious crime (PNR Directive)82 obliges EU Member States to establish
special entities—passenger information units (PIUs)—responsible for the collection,
storage and processing of PNR data and to ensure that air carriers transfer PNR data®3 so
that risk assessment can be carried out. The PIUs must report to national law
enforcement authorities, Europol, other Member States, or third countries such as the
United States.4 Obviously, such information again constitutes a lead and not hard

(». 605) evidence. But the boundaries are unclear. To draw a line between mere leads and
hard evidence is increasingly difficult when different tools are combined, as for instance
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at Europol’s European Cybercrime Centre (EC3), where U.S. liaison officers go on cyber
patrol with Europeans on JITs and gather information that leads them to hard evidence,
while the legal basis is vague. Two bilateral agreements between Europol and the United
States allow for the exchange of strategic, technical and operational data. The latter
refers to the exchange of information that includes personal data.8®> Furthermore, Europol
hosts liaison officers from various law enforcement agencies of the United States, such as
the Drug Enforcement Agency, the FBI, and the New York Police Department. As a
consequence, U.S. officials are granted access to information in the Europol databases
and they are able to use the Europol secure communication network for the exchange of
operational and strategic information and intelligence.

3. Data Sharing and Private Business

On top of government databases, authorities are—under certain conditions—granted
access to data stored by private enterprises, especially social media and internet
enterprises, such as Facebook, Google, or Microsoft. EU-legislation obligated private
companies to collect data and make it available for law enforcement purposes. The first
important piece of legislation, the so-called “Data Retention Directive,”8% sought to retain
traffic and location data held by telecommunication service providers. If necessary,
authorities would have been able to request access to details such as IP addresses and
time of use of every email, phone call, and text message, sent or received. In 2014, the
European Court of Justice declared the Data Retention Directive invalid since it
unjustifiably encroached upon fundamental rights, namely, the respect for private life and
the protection of personal data.?” A potential recast of the data retention directive at the
EU level is currently under debate.

In other areas, bilateral agreements arrange for the collection and trans-Atlantic
transmission of data, such as from financial messaging. An agreement obligates the
Society for Worldwide Interbank Financial Telecommunications (SWIFT)—a cooperative
society under Belgian law that provides the most regularly used service communication
platform for the worldwide exchange of financial information among financial institutions
—to send financial payment messages referring to financial transfers and related data
stored in the territory of the European Union to the U.S. Treasury Department. (p. 606)
The agreement adds that the processing of the data in the United States is exclusively for
the purpose of the prevention, investigation, detection, or prosecution of terrorism or
terrorist financing.88 The U.S. Treasury Department enters the financial messaging data
into the Terrorist Finance Trading Program and analyzes the data. In return, relevant
information obtained through that Program is provided to the national police and security
authorities of EU Member States, Europol, and Eurojust for law enforcement purposes.89

The legal interests and legal protection of the different stakeholders in this area are not
yet resolved. The impact on the right to privacy in such data sharing, in particular, has to
be clarified.?? A human right to privacy is acknowledged in Article 12 of the Universal
Declaration of Human Rights®! and codified in Article 17 of the Covenant on Civil and
Political Rights.%? As the individual’s legal position is valid across borders, an

Page 15 of 25

PRINTED FROM OXFORD HANDBOOKS ONLINE (www.oxfordhandbooks.com). © Oxford University Press, 2018. All Rights
Reserved. Under the terms of the licence agreement, an individual user may print out a PDF of a single chapter of a title in
Oxford Handbooks Online for personal use (for details see Privacy Policy and Legal Notice).

Subscriber: OUP-USA Mirror; date: 22 March 2019



Transnational Access to Evidence, Witnesses, and Suspects

understanding has emerged since the beginnings of MLA until today: an international
division of tasks in prosecuting crimes must not be to the detriment of a defendant or
witness.?3 This understanding is threatened by the growing trend toward data sharing.

VI. Conclusion

Transnational access to evidence has grown from a lawless to a rather densely regulated
area. In part, this evolution may have been a mere necessity with transnational evidence
transfer gaining importance. In part, it pertains to the general development of holding
state power accountable, even in international cooperation. While international law has
traditionally been perceived as establishing rights and duties for states (.607) only, the
legal position of individuals affected by transnational state cooperation is at the core of
many debates.%*

Legal accountability creates a climate favorable for accurate and fair fact-finding, which
is a prerequisite for the legitimacy of criminal justice. Since the times of police informers
spying on citizens of foreign countries, the terms for transnational access to evidence
have changed. Today judicial authorities are in charge. But at the same time, the basic
dilemma at the heart of MLA cannot be avoided, namely, that criminal justice systems all
strive for comprehensive fact-finding, but cannot enforce the legal standards that bind
their search for truth at home. Thus their (own) legal standards tend to be compromised
when material evidence can be obtained only with the assistance of foreign state
authority.

Although this dilemma plays out differently in domestic judicial systems—as exemplified
in this chapter by Germany and the United States, an inquisitorial system and an
adversarial system—a common feature seems to be that the defense is disadvantaged by
MLA. In certain situations, this may endanger accuracy and fairness of fact-finding. As
the public prosecution authorities have driven cross-border cooperation, the interests of
defendants have been taken into account only in recent decades.?®

It seems unclear whether states will take adequate steps to mitigate the flaws of
transnational evidence transfer. The need for closer cooperation between states has
triggered dynamics that produced ideas for a supranational framework or even a “global”
evidence concept.?® However, instead of addressing basic concerns for reliability and
fairness in fact-finding, states may try to evade formal MLA and tend toward an exchange
of leads instead of evidence, hoping for fewer legal strings. This seems to be a danger,
especially regarding cyber space, where territoriality presents less of an issue and thus
traditional concepts may not apply.

Looking ahead the crucial question appears to be whether we will see continued
development to closer cooperation over—and juridification of—access to evidence,
witnesses, and suspects. If so, the risks to the accuracy and fairness of fact-finding and
eventually to the legitimacy of criminal justice could be addressed with a common
transnational approach. But perhaps the pendulum will swing back and countries—
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confronted with worldwide terror networks or cyberattacks, and thus tempted to partake
in informal information exchange—will simply revert to fewer legislative hurdles when
seeking to prosecute crime across borders.
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